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14 Ways for Improving Information Sccurity Using Easy Methods

Vrunda Deshmukh , Tushar Deshmukh

Abstract

Today's Digital Age is famous for the ability of individuals to transfer information freely, and to have
instant access (o information. Most of this information is collected, processed and stored on computers
and transmitted across networks to other computers. Business finns, financial institutes, corporations,
governments, military and many more build up with confidential information about their employees,
customers, products, research, and financial status. If confidential information about a business fall
into the hands of a competitor then such a break of security could lead 10 negative consequences.
Protecting confidential information is an essential requirement of every business and in many cases it's
a legal and ethical requirement.

Information security means protecting information and computers from unauthorized access or use or
modification or destruction. Information security deals with the confidentiality, integrity and
availability of data. It focuses on protection of information.

Due 1o the rapid growth and widespread use of electronic data processing and electronic business
conducted through the Internel, it is necessary to improve better methods of protecting the computers
and the information they store, process and transmit. The paper focuses on some simple methods for
improving information security. Three basic security conceplts are important for information security is
confidentiality, integrity, and availability. There are five simple measures to take the edge off
information security risks. Two of these measures are non-technical and three are Technical. The non-
technical measures 1o improve information security include the successful implementation of a sound
ifformation security policy and an effective employee education and training program. Technical
measures to improve information security include an anomaly-based intrusion prevention system, the
use of thin clients, and a properly configured application-layer firewall. Thiy paper s based on those
guidelines.

Key words: Security risks, confidentiality, integrity, availability, technical and non-technical

measures of information security,

Introduction
1.1 Background:

In the early days of writing era, heads of state and military commanders understood that it s
necessary Lo provide some mechanism to protect the confidentiality of written communication and 1o
have some means of detecting unauthorized access. The end of the 20th century and early years of the
21st century saw rapid advancements in telecommunications, computing hardware and software, and
data encryption. The availability of smaller, more powerful and less expensive computing cquipment
made electronic data processing within the reach of small business wnd the haine user. These computers
quickly became interconnected through the Internel. The rapid crowth ang use of electronic data

processing and electronic business through the Internet, the need for better methods of protecting the
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computers and the infonmation they store, process and wransmit become necessity. Now we are iving in
a society dominated by information technology and in an cra of information where huge amount of
information can be speedily processed and saved on casily accessible media. For exainple, information
that before was saved on a large amount of paper and physically difficult 1o steal can today be saved on
o disk that can casily remove. Information securily deals with several different trust aspects of
information. [t applics to all aspects of safeguarding or protecting information or data, in whatever
form. Information sccurity chain is needed when information is threatencd, lost or misuscd.

The three basic security concepts are important for information on the internet arc confidentiality,
integrity, and availability. When any information is read or copied by somcone not authorized to do so,
it is known as loss of confidentiality. For some types of information, confidentiality is a very importan.
For example: research data, medical and insurance records, new product specifications, and corporatc
investment strategies. In some locations, there may be a lcgal obligation to protect the privacy of
individuals. This is particularly true for banks and loan companies; businesses that extend credit to
their customers or issue credit cards; hospitals, doctors’™ offices, and medical testing laboratorics;
individuals or agencies that offer services such as psychological counseling or drug treatment; and
agencies that collect taxes.

When information is modified in unexpected ways, the result is known as loss of integrity.

This means that unauthorized changes are made to information, whether by human error or intentional
tampering. Integrity is particularly important for critical safety and financial data used for activities
such as electronic funds transfers, air traffic control, and financial accounting.
Information can be crased or become inaccessible, is called loss of availability. This means that people
who arc authorized to get information cannot get what they need. Availability is the most important
attribute in service-oriented businesses that depend on information for example, airline schedules and
online inventory systems.

Concepts relating 1o the people who use that information are authentication, authorization, and
nonrepudiation. To make information available to those who need it and who can be trusted with i,
organizations use authentication and authorization. Authentication is proving that o user is the person
he or she claims to be. That proof may involve something the user knows such as o password or
something the user has such as a smartcard, or something about the user that proves the person’s
identity such as a fingerprint. Authorization is the act of determining whether a particular user has the
right Lo carry out a certain activity, such as reading a file or runming a program Security is strong when
the means of authentication cannot later be refuted means the user cannot Later deny that he or she
performed the activity. This is known as nonrepudiation.

1.2 Methods

There are five casy measures Lo help information security risks. Two of these measures are non-
technical and three are Technical. If an attacker makes it through one layer of defense, another Jayer
will stop the attack.
1.2.1 Tec¢hnical Measures:

The technical measures include an anomaly-based intrusion prevention system, the use of thin

clients. and a properly configured application-layer firewall.
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Intrusion Prevention System (11°5): e most effec
: y o . e most effecive
An anomaly-based Intrusion Prevention Systemn (IPS) s one o

: Lhased s utilized (o block network teslfi
technologies for information seeurity. An IPS thar s anomaly-bised is utilized 1

based on its Tevel of imegalarity. These 1PS devices are typically implemented at the organization”s
network boundary between the organization’s network and the Internet provider service delivery point.
Intrusion prevention systems are considered extensions of intrusion detection systems becise they
both monitor network traffic and system aclivities for malicious activity. The main differences are,
unlike intrusion detection systems, intrusion prevention systems are placed in-line and are able 10 block
intrusions that are detected. IPS can take actions as sending an alurin, dropping the malicious packers,
resetting the connection or blocking the traffic from the offending 1P address. An IPS can also correct
Cyclic Redundancy Check (CRC) errors, unfragment packet streams, prevent TCP sequencing issues,
and clean up unwanted ransport and network Layer options

Anomaly-based IPS devices are difficult (o nitially configure because they require Tashil
network traffic for an organization to be defined. Defining lawful network traffic is often o critical task
because of poor network documentation. Onee the Tawful traffic for an organization is defined, the 1PS
can be configured 1o block traffic that does not fall within the lawfully defined raffic. For example,
suppose an organization only has one email server that communicates with the internet on TCP Port 25
then the SMTP (Simple Mail Transfer Protocol) traffic only from the email server 1o the Internet i o
tawful traffic. If an attacker compromises the company DNS server and attempts (o use it as a SPAM
relay, the IPS would block this traffic. A SPAM relay communicates with SMTP. The IPS blocks the
traffic because the only authorized device can communicate this Port.
An anomaly-based IPS forces an organization to define legitimate traffic and develop a greater
understanding of their network. This increased network wraffic insight combined with the active
blocking and alerting functions of the IPS, greatly increase information seeurity,
Thin Clients

Thin client s a computer or a computer progenn which depends on some other computer (s
server) o [ulfill its taditional computational roles. Many informition seeurity machnes are cansed by
infected  client machines, Client computers are typically compromised  when o user installs
unauthorized software cither from downloading it from the Internet o bringing it trom home. A thin
client does not contain a hard drive and has no stonipe capacity. Tt is o diskless computer with
network interface card, memory, @ keyboard, mouse, and monitor. The thin client i« used 1o ran a
sesston from i server. These sessions emulate a stundard desktop computer environiment for the uscr.
Thin clients can be configured without floppy drives or even USB drives. This removes the opportunity
for 4 user to bring unauthorized software or data into an organization, Thin clients also provide more
extensive logging capability since all the session data is stored on a central @ ver. Another benefit of a
thin client is portability. With thin clients a user can use any clicut available and have the same desktop
and tools available from any client.

Thin clients provide the capability to casily standardize the user environment and centrally
manage every user session, plus floppy drives and USB drives can be climinated. These capabilitics

make thin clients a smart choice for improving information sccurity.
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Fhinschient cotapating s also o way ol easily maimtaimmng compatational services at i redueed total cost
of ownership
Application-layer Firewall

An apphication firewall controls input, output, and access from, to. or by an application or
service 1 operates by monitoring and blocking the input, output, or system service calls. The
application firewall is typically built 1o control all network raffic onuny OSI layer up to the
application layer. IUis able o coneol applications or services. Application-layer fircwalls enhance

intormation security by providing ntelligent monitoring and filiering of traffic o and oul of un

organization. Application-layer firewalls are intelligent enough to understand applications, such as

HTTP, SMTP, and DNS. This intelligence allows application-layer firewalls o inspect packets cntering

and leaving an organization for content as well as header information.

Muny attackers today use tunnels to extract information or 1o communicate with remotely controlled

bots. Application-layer firewalls stop attackers from using wnnels and can prevent users from

accessing malicious websites. Application-layer firewalls are an effective component to a defense-in-

depth strategy for oblaining a secure information cnvironment.

1.2.2 Non - Technical Measures:

The non-technical mecasures o improve information  security include the successful

implementation of a sound information sceurity policy and an clfective employee education and

training program.

Information Security Policy (1SP):
An information sceurity policy (ISP) lays the foundation for an organization’s stancc on

information sccurity. The ISP is designed to formally document an organization’s information

processing roles, responsibilities, and procedures. The ISP must have top-level management support

and must be articulated to all employces.

Some of the main items an ISP should include are procedures 1o add users o the network,

procedures o handle compromised computers,  procedures for backing up data, procedures for

employce termination, and computer use and abusc policies. The procedures o add users (o the

network include items such as validation of user employment, determining which data the uscr needs

access 1o and what type of access the uscr needs, initial user training, and user remote access

requirements. Procedures 1o handle compromised  computers include o delincation of who s

responsible for various steps in the process, what steps o take with the compromised computer, and

how forensics should be performed. Data backup procedures should be outlined in an ISP 1o include

how often the data is backed up, where the backed up data is stored, how the data is stored and

transported off-site, and how often recovery procedures should be practiced. The ISP mnust include
procedures for cmplgyce (ermination, such as access removal, identification card turn-in, notification of
termination, procedures for employec escort of [ corporate facilities, and cmployce record updates.
A properly written and implemented ISP greatly increases information sceurily for an organization.
Employee Education and Training

Employee education and waining are vital for information sccurily. Many computer outages

and compromises are caused unintentionally by employees. Educated employces on information
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Employee education shonld tench employees not 1o open cmnils frone persont they o not
know and 1o ask the helpdesk about any emnils it seem suspicions, Employee traming not only
educates employees oninformation secunty benelits, but the training also helps improve cmployce
elficiency. Employee efficiency is improved due 1o the employee’s better onderstanding of - the
computer network and processes. Educated and tained employees are one of the best lines of defense
against iformition sceurity threits
Conclusion

These methods definitely help for improving information sceurity. A well-developed and
implemented information sceurity policy liys the foundation for a seenre network. Employee education
and taining on the information sceurity policy, computer and internet use, and information sceurity
procedures adds unother line of defense innformation secarity protection. An anomaly-based itrusion
protection not only stops attacks but improves network documentation, knowledge, and understanding,
Thin clients facilitate network administration, provide centralized maagement, and improve overall
information security. Application-layer firewalls provide content level inspection and can prevent
unauthorized traflic from entering or l(:uvm;', an m')mln'/nliun'r. secunty perimeter, Successful

implementation of these five sceurity incasures will dehnitely search network intruders,
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